TOP10DATA

Automated Focused Data Intelligence
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Market Opportunities

* Big Data and Business Intelligence

Software

Market. A $50 Billion opportunity by 2020

* |nternet of Things Market - In 5 yea
Billion devices connected, a $6 Tril

'S over 50
jon economy.

A $40 Billion opportunity by 2020

in IOT analytics
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Example TOP10DATA
Vertical Use Cases

Business Data analytics —RP Systems
- top operational data issues - top ERP data issues

|IOT Security Market Patient Diagnostics

- top Iot security data issues - top patient matching cases

Oil and gas industry Finance and Banking




TOP10DATA Solutions

* Enterprise-wide Role Specific TOP10DATA
Customized Dashboards - Integrated with ERP

« TOP10DATA Flag and Solve Solutions
implemented for fast streaming data
enwronments such as Faotory Automatlon IOT
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Enterprise wide Role Specific
TOP10DATA Dashboards
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|OT Security
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TOP10DATA Solution for Automated
Fast Streaming Data Environments
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FLAG

Automatically identity

and flag top data LEARN

ISsues
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leverage best learn issues

of breed tools l——




|OT Security Example
TOPT0ODATA Flag and Solve Process

Automatically
sl T fon — |launch remediation
templates projects

VIVAOIdOL 91020

ocuments

Status Dashboard with
color coded action buttons




Manufacturing Example
Flag TOP10DATA Issues
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TOP10DATA
Analysis

PROPRIETARY
ALGORITHM

Business Data

Production delays

: Maintenance Issues

Flag issues, Personnel Turnover
outliers Cost Issues

Quality Trend

Manufacturing Shop Floor Data
Example

- Production quantities data
- Maintenance downtime data Learn

- Personnel turnover data data patterns, IOT Networ!( Data
- Inventory level and orders data g - Denial of Service
- Product quality report levels data ata priorities, Checksums

interdependencies RN
Attacks detected

Vertical focused f

20% Rise in“
DOS Attacks

10%
Downtime in
Machine X




Gas Pipelines Example
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Schedule Status

Gas Pipeline Compressors
. AUTO - Launch pipeline maintenance investigation project v
Maintenance Problem Reports L J
vl T T
- Maintenance downtime data
- Engineering resources data __)
- Performance data e e
- Cost data I Igentiy scope of proble
Due Apr 18, 2016, >
Status 0% late

Identify team members
TOP10DATA Analysis Sk 20 404" >
Launch Remediation Project Automatlcally .
Obtain downtime reports
Due Apr 21, 2016, >

Status 0% okay
TOP10DATA - 20% Rise in - aﬁoﬁﬁ“ﬁg >
flags abnormal DOS Attacks dess

. . Obtain vendor assessment
maintenance ISsues Due Apr 28, 2016,
with pipeline z1

Status 0% pending

Assess key failure factors

Type



Insurance eExample
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Insurance policies
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Jnpaild policies C J ' D
—Reglonal sales garrorm:nr ofc

TOP10DATA
Analysis

L 15% Jump
— ) : : oo R "
Policy claim and payout statistics 207 Rise In in Key Risk

- CL S8 tion ey date -~ DOS Attacks B .
- - Customer satisfaction survey data )~ DOS | T
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Rallways Example
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Rallway freight handling data TOP1ODATA

Volume Ol f("l(J'{li' e I(H‘;(_‘I * AnalySIS

~relg Jrn pnrmg drlu 35% Rise 10% fall in

- Late delivery statistics i s lsmnep e customer
- Customer satisfaction survey data i satisfaction
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Casino Example
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aaming casino data

Lasino revenue DY reglor data
Payout ratio adata
Operational cost data 5% Fall in
- ROOmM occupation data 20% Rise in Revenues in
- customer satisfaction survey data - DOS Attacks South West
d R s Region

=Jp TOP10DATA Analysis
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Post Office Example
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POSt Of1Tice data

* TOP10DATA Analysis

Viall hanaled volumes
Vliishanaled mail reports
Operational cost data

- Personnel turnover aata

- - Customer satisfaction survey % data | perltetrell(tlon
" ’ 4 % dllacCkKks

10% Rise in .
Network 8% rise In
break-down of malil

sorting equipment
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|OT Security
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European data protection laws: Risk
of €100m fines for breaches

U.S HIPAA data breach violations:
(a)Up to $1.5 Million penalty




- Broadly applicable laws and regulations Includes: Sarbanes-Oxley Act
(SOX); Payment Card Industry Data Security Standard (PCl DSS); Gramm-
Leach-Bliley Act (GLB) Act; Electronic Fund Transfer Act, Regulation E ( EFTA@
Customs-Trade Partnership Against Terrorism (C-TPAT); Free and Secure  *
Trade Program (FAST); Children's Online Privacy Protection Act (COPPA); Fair
and Accurate Credit Transaction Act (FACTA), including Red Flags Rule;
Federal Rules of Civil Procedure (FRCP)

- Industry-specific guidelines and requirements Includes: Federal
Information Security Management Act (FISMA); North American Electric
Reliability Corp. (NERC) standards; Title 21 of the Code of Federal Regulations
(21 CFR Part 11) Electronic Records; Health Insurance Portability and
Accountability Act (HIPAA); The Health Information Technology for Economic
and Clinical Health Act (HITECH); Patient Safety and Quality Improvement Act
(PSQIA, Patient Safety Rule); H.R. 2868: The Chemical Facility Anti-Terrorism
Standards Regulation

- Key state laws Includes: Massachusetts 201 CMR 17 (aka Mass Data
Protection Law); Nevada Personal Information Data Privacy Encryption Law
NRS 603A

HJOL 910CO

* International laws Includes: Personal Information Protection and Electronic

Documents Act (PIPED Act, or PIPEDA)—Canada; Law on the Protection of
Personal Data Held by Private Parties—Mexico; European Union Data
Protection Directive; Safe Harbor Act


http://www.csoonline.com/article/2126072/compliance/3#2
http://www.csoonline.com/article/2126072/compliance/4#3
http://www.csoonline.com/article/2126072/compliance/4#4

1) Compile security regulatory
requirements and required actions

Program: Energy saving
Project: Buliding solar installation peoject

rnty ( Yllance comes more rea
es. Positive
roles and re

relationship with §

Task Hire consuitant
Scope of Compliance: Achieve compliance faster and more co
Current Documents

v Physical Security (data center, Infrastructure)
v Perimeter Security (IP reputation filtering, DDoS mitigation)
v Application Security (WAF, OS, webserver, database patching)
Add New Document v Network Security 005, hypervisor firewall, vuln mgmt, SSL certs)
Description v Server Security (hardened OS, patching, AV, Log mgmt)
Consultant Contract and Statement of Work v Administrative Security (secure access, two-factor authentication)
Select ¢ 10 upload: v Data Backup (mightly volumne based, kept for 14 days)
v Secure Data Deletion (secure deletion wupon service termination)
e b T v Security Audits (PCI, HITRUST, SSAE 16, ISO 27001)
or optionally provide document URL location v Access Control Ological access control 10 servers)
v Maintain Policies (security policies and procedures)
v Change Control (firewall changes, OS patching)
Add Document v Incident Response (for customer servers)
v Risk Assessment (annual risk assessment)
v Data Management (DBA duties, encryption, backup beyond FH default)
v Application Management (customer specific applications)

FireHost

Cloud Infrastructure Built for HIPAA Compliance

Shared

VIVAOIdOL 910TO

-

Project gl
Install security system v
A J/
B ———
Map Template
Add Task Sortby : v
Open Task Detail Expand Level
Presentation Meeling
Due May 26, 2015, >
Status 0% late
Demo product
Due Jun 2, 2015, >
Status 10% slow

Set up benchmark
Due Jun 19, 2015, >
Status 0% okay

Map regulatory commitments to projects and actions

©2015 DSAPPS



Edit lteen Expand level

Waich demo and Read Whitapapor

130ntity 16am resporsibie for data security

Identify systems used by people accessing sersitive dats

Idantify data for storage

Classity sensitive data

Instal secver %0 perform data encrypton and shredding

Creato and deploy cloud systems 1o store data backup

Identify business functions that access sensitive data

Identify peaple who will access sensitive data

Idantity risks of data exposure

Launch encrypt and shred server for testing

Create contingency plans if sensitive data exposod

VY VA VA3 VA VA VA VA VA VA VA VA VA Vv

2) Deploy regulatory process template

Template: 1BM Cognos Sokstions Imglementation
Edit Template Task ltem

Description
Design

Vlw dOL 91020



3) Build Team of project resources
iNnternal and external
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4) Add projects, contractual actions,
task assignments, schedules
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5) Manage project documents, notes
track and resolve Issues
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Status Docs lssues
Category
Environment control
List of attendees ( updated 20150... v
Assed
air conditioner_1 w
-
e — Update/Delete Noles
Revew 3 Acticer Docs Subject
Enargy St doc | List of altendees
Actor. Order patts
- Note
Company polcy
Acton: Order pats ) oo
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0) Track work completion status, trac
cost and time budgets
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7) Deploy best practice project
templates, manage task dependencies




8) Track status summary
dashboards, calendars and charts
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Data Security Automation Process

|
T
|

Oroject plan SS aocuments

Key

Contracts




TOP10DATA

Automated Focused Data Intelligence
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Contact

ohone(408) 940-5003
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mailto:info1@top10data.com?subject=
http://www.top10data.com
http://twitter.com/top10data

